gllc
solutions

Staylng ahead
. of the curve

6 Data and

S Technology trends
.~ " thatshould be
critical to your data
strategy in 2024



The 2024 edition of Gartner’s much-anticipated annual

outlines the developments
that will be driving businesses’ data and technology decisions
in 2024 and the following few years.

Knowing where your peers and competitors will be planning
and investing, how do you capitalise on the trends and
opportunities that present themselves, and how do you
implement the technology that will support those initiatives?

At Agile Solutions, we advise clients on the planning, strategy and
delivery of transformational digital initiatives. Of the ten trends that
Gartner identifies as strategic priorities for 2024, we have taken

a deep dive into the six that we view as the most pressing.

Here is our guide to staying ahead
of the curve on the trends for 2024...
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https://www.gartner.com/en/articles/gartner-top-10-strategic-technology-trends-for-2024

Levelling
the workforce

playing field with

democratised
generative Al

Whatis
generative Al?

Generative Al is artificial intelligence that
produces some kind of material. That could be an
image, text, a video, or a piece of audio. ChatGPT
is probably the best-known example, with a

user base having grown massively since it was
launched just over a year ago, in November 2022.
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2026

of enterprise businesses
will have used generative
Al in production
environments by 2026.
In 2023, it was only 5%.



https://www.gartner.com/en/articles/generative-ai-can-democratize-access-to-knowledge-and-skills

What does it mean for businesses?

There has been a lot of focus on the production. Those without comprehensible for all, allowing any

time-saving potential of Generative
Al. Businesses see generative Al

as a way to relieve humans of
drudgery and monotony, and that's
quite right. It can write notes and
memos, prepare forms, and wade
through information far quicker
than a person can.

However, the greatest potential
comes less in what people will stop
doing, and more in what they will
start doing.

Generative Al will fundamentally
help level the workforce's playing
field for data, analytics, and

technical backgrounds, skills, or
inclinations will be able to access
more data, perform more analytical
tasks, and even create applications
of their own, thanks to Al that can
generate code and algorithms on
their behalf.

There can then be sizeable
increases in productivity and
creativity for businesses that
harness generative Al, as
specialised skills become common
to the wider workforce.

(>) Conversational Al will
present data in a way that is

team member to arm themselves
with relevant information for any
decision they make.

@ Low- and no-code
programming platforms allow
technical and line-of-business
resources to deliver more
quickly and with less reliance on
centralised IT functions.

(>) As Generative Al models
become available as Application
Programming Interfaces (APIs) in
the cloud, developers will be able to
build applications faster as they will
be able to harness pre-built models.

means the business has actionable

Generative Al is hungry for large amounts of data.
If you start by implementing a robust Data Fabric,

you can make data more available, accessible, and

agile. By curating and structuring the data that the Al
accesses, you ensure that the information Generative
Al draws on will be accurate and plentiful, which is
foundational to a positive outcome.

You can accelerate insights with modern cloud
platforms. Al-powered, metadata-driven intelligence
increases the delivery speed of your programmes.
Some platforms can automatically suggest the
insights that you can gather from the data, which
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sooner than it would have traditionally.

The safe, responsible, and effective introduction of Al
into your business also involves a thorough analysis
of the threats and opportunities. An ‘Al Initiation

Framework’ will identify the specific opportunities
that Al offers your business, rate your readiness to

implement it and derive value from it, and establish
the pathway to Al deployment. The framework should
also anticipate the dangers and costs that introducing
Al could pose to your organisation specifically, and
prepare safeguards and cost-control accordingly.
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Anticipating new risks
with Al trust, risk, and
security management
(Al TRISM)
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https://www.gartner.com/en/articles/what-it-takes-to-make-ai-safe-and-effective

What does Al TriSM involve?

There are four pillars to Al TRiISM:

1. Explainability

Because Al is increasingly
powerful and influential in

business functions and decisions,

there needs to be transparency
to ensure that it always serves
commercial and ethical interests
as intended. The business and
Al users should be able to:

() Explain how an Al model
functions

(®) Articulate the strengths

and weaknesses of that model
(®) Predict how the Al is likely

to behave

() Share which datasets were
used to train the Al, and why
they were chosen

How do we
implement

Al TRiSM?

2. Risk Management in
Al Model Operations

You must safeguard the ethics
and compliance of your Al

by building risk management
into your Al model operations
(ModelOps). Those will need

to be custom-made for your
systems, because there are few
existing tools, and each business
will implement and leverage risk
management uniquely.

3. Al Application Security

Something as powerful as Al is
extremely dangerous if highjacked
or corrupted. Attacks are also

likely to become increasingly Al-
powered, and constantly evolving,
so they require new, specialised,
and proactive security approaches.

4. Privacy

Al will likely be able to draw an
accurate and intimate picture of
somebody’s life from certain data
points. Safeguarding privacy will
be a matter of ethical, PR, and

regulatory importance.

Modernising your cloud infrastructure is a perfect
opportunity to build Al TRiISM into it. Also, because
modernisation is an ongoing process, you can
build in proactive and responsive threat monitoring
and security measures into your organisation’s
best-practice.

Our Al Initiation Framework will also embed
security and trust into your Al programmes and
infrastructure. It will allow you to analyse the
specific business and technical context and create
proactive safeguards that are bespoke to the
circumstances and systems of your organisation.
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Augmenting
development
with

Whatis Al-
augmented
development?

Al is perfectly suited to tackling basic software
development tasks. If developers are relieved of
important but time-consuming and ‘mundane’
tasks, they can dedicate more time elsewhere.
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2027

AR
707
(o]
of professional
developers will use Al-
powered coding tools

by 2027, up from less
than 10% today.



https://www.gartner.com/en/articles/set-up-now-for-ai-to-augment-software-development

What potential does it offer us?

Just as the Industrial Revolution introduced machines to
handle manual tasks, so the Al revolution can offer humans

more capacity to work creatively with software.

® Coding

Writing code will soon become
more fluid. Al will predict and
suggest the code fragments that
follow what a human has written,
which will dramatically speed up
the coding process. It will also

be capable of collaborating with
human coders conversationally,
meaning you will be able to create
programmes by expressing ideas
and concepts rather than through
direct coding.

® App modernisation

Al will translate from one coding
language to another, saving time
and effort on the part of human
coders to modernise and migrate
their codebase.

® Better and faster
software testing

Al can test software more quickly

and accurately than a human can.

That includes the prioritisation
of testing, creating tests, visual
testing, and analysing defects.

® Delivering on
customers’ Al
expectations

Conversational interfaces are
becoming the new standard for
user interactions. Customers
and partners will increasingly
expect sophisticated answers
from prompts and queries, and
your Al needs to meet those
expectations.

How do we introduce Al-augmented
development effectively and responsibly?

Understand what happens to your

prompts in large language models

When you prompt an LLM with a query or request,
be aware that those prompts are stored, used for

Use an Al Initiation Framework

While it's always useful to know the broad risks of
Al, you will not effectively mitigate them unless you

training the LLM, and could be leaked. If you feed IP
and other sensitive data to an LLM, there is a risk of
that becoming a data breach or of you losing control
over the data which gives you a competitive edge.

Don’t become complacent
about Al’s translations

Generative Al can inject hallucinations and errors
into its translations, which is why there’s an increased
need for regression testing and full reconciliation.
After translation, make sure to retest every area

of logic - just because there aren’t any flagged
translation errors doesn’'t mean the logic is right.
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know how each applies to your business specifically.
Our Al Initiation Framework establishes the particular
risks to your organisation and recommends tailored
preventative measures.

Create the conditions
for Al augmentation

Your generative Al will rely on accessible and
metadata-driven information to deliver useful code.
Investing in a strong Data Fabric now will ensure
that you have the framework and architecture to
harness Al augmentation long into the future.



Augmenting
and connecting
the workforce

Whatis an
augmented
connhected of CIOs will be using the

augmented connected

workforce? workforce by 2027 reducing

time to competency in key

cross-functional domain knowledge, employers roles by 50%.
can maximise the value that they get from

Layering together technology, analytics, and
staff, and the value they offer in return.
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https://www.gartner.com/en/newsroom/press-releases/2023-10-16-gartner-identifies-the-top-10-strategic-technology-trends-for-2024

What does it offer the
business and its teams?

Reducing ‘time to competency’ A better-supported and happier workforce
Al-augmented connectivity offers faster The employee experience is easier to track,

‘up-skilling’, induction, and training. and easier to improve.

@ Al-powered employee analytics identifies (>) There will be more data on how employees complete
gaps in knowledge or skills, and spots their tasks. Visibility of how they operate will reveal potential
opportunities for greater efficiency. operational improvements that will reduce frustrating or
(®) Insights are easily stored and curated, repetitive operations and phase out obsolete practices.
unlocking more learnings and making them () Business-wide data will help leaders of all departments
widely available. In short, teams gain more understand how each department’s habits and
experience in less time. assumptions impact others, and how each can improve.
(>) As automation and Al handle basic tasks, it () Intelligent technology can assist by making employees’
frees up more time to collaborate, develop, and daily tasks easier and more efficient, helping employees
think commercially and creatively across the feel more supported, productive, and in control.

whole workforce.

How do we start
augmenting
connecting the
workforce?

As a first stage, your organisation needs to
implement intelligent technology that supports
workers. Then, businesses need to make any
required commercial or organisational changes
to help the workers use those tools. Lastly,
measuring the results requires a Continuous
Improvement framework, which will almost
certainly involve Master Data Management
(MDM) for a ‘single view of the worker’, coupled
with a Data Exploitation approach and
techniques such as Employee Analytics.
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Selling to

customers

Whatis a o
machine 20 /o
customer? of human-oriented

‘digital storefronts’ will
be obsolete by 2028,
. ] . thanks to machine
purchasing decisions, eventually taking
the initiative by making them itself. customers.

Al will increasingly suggest and assist with
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https://emt.gartnerweb.com/ngw/globalassets/en/publications/documents/2024-gartner-top-strategic-technology-trends-ebook.pdf

What do machine customers
mean for the business?

Machine customers aren't
completely new. ‘Guided selling’ science.
tools like price comparison sites
have been operating for a while
now, but if the audience for
your offering is Al-driven, then

understanding your customer

How can we pre

for machine customers?

Make the data easily available

When machine customers are searching for data in
the purchasing process, it's obvious that you should
make that data available to them.

® You need an Application Programming Interface
(API) that communicates effectively with the Al
customer.

(® That APl needs data that the Al ‘cares’ about.
For that, you need to treat data as a product, and
have an organised way of maintaining it. Master
Data Management is the logical solution.

(® Data Fabric makes data accessible to all
relevant applications. The centralised repository

of information means that the APl can draw the
information it needs to offer, and the business can
be confident that Al can find product information
that satisfies it.

Get a single view of the customer

A unified picture of your human customer, the
searches they make, and the programmes and
behaviours that they are displaying to buy those
products will offer a picture of their needs and
priorities, allowing you to serve those needs better.
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becomes a different art and

The loyalty of a machine will

be rule-based. That is more
transactional, and Al won't have a
human's relationship with a brand.

If a business has a thorough
understanding of the rules that a
machine customer is using, and
of the human customer behind
it, then they stand to claim a
greater share of purchases.

Al will increase the volume and diversity of those
searches, and you will need to unify disparate
glimpses of customer behaviour into a coherent
Single View of the Customer. Master Data
Management (MDM) is designed to do exactly that.

Human customers are still there

Machine browsing presents a high risk of
depersonalisation. That could undermine the insights
of the Single View of the Customer so the Al models
will need to be very carefully trained to ensure that all
buying factors are considered. This could be further
mitigated by a phased approach with joint decision-
making where the human customer is still involved
behind the Al.

Al will still be looking for information that matters

to the human customer, such as price, value,
environmental impact, delivery times, returns policy,
among others. So, even if their machine shopper

is shopping, the Single View of Customer is still a
desirable goal. You should still aspire to have a full
and accurate picture of that person.



Making
technology

What is sustainable
technology?

The power requirement for processing and storing data
is immense and is likely to increase substantially as Al is
introduced into organisations. The electricity consumption
of global data centres in 2022 was , which
was roughly equivalent to the

. Sustainable IT seeks to reduce
the environmental impact of IT and data processing.
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of ClOs will have
compensation
linked to sustainable
technology by 2027.


https://www.iea.org/energy-system/buildings/data-centres-and-data-transmission-networks
https://www.statista.com/statistics/323381/total-demand-for-electricity-in-the-united-kingdom-uk/
https://www.statista.com/statistics/323381/total-demand-for-electricity-in-the-united-kingdom-uk/
https://www.gartner.com/en/articles/are-you-thinking-too-small-about-sustainable-technology

What are the business opportunities
of sustainable technology?

Aside from the advantage of

cost savings through lower

energy usage, businesses that can
present evidence of their practical
commitment to sustainability can

that have their own environmental
targets, or government bodies
that are mandated to choose
environmentally-conscious
suppliers.

on environmentally impactful
activities, and that will be
easier and less disruptive if
you proactively reduce your
energy demand now, and plan

attract more customers for whom
sustainability matters, whether

those are consumers, businesses will introduce more regulations

How do we
make our IT
more sustainable?

Infrastructure utilisation is key to IT sustainability.
On-premise CPU use is on average less than 10%,
so represents a lot of wasted energy. Rehosting
on the cloud makes marginal improvements, but
a full cloud modernisation is required to become
significantly more sustainable.

Cloud-native architecture (like serverless or
container architecture) uses CPU on demand, so
only uses power when necessary. The agility and
flexibility of the cloud means that businesses can
swiftly optimise their data usage, with workloads
reportedly up to 98% more carbon efficient and
93% more energy efficient

Data Fabric complements this by reducing

data duplication, identifying data observability
and eradicating unnecessary processing. By
streamlining data access, Data Fabric ensures
that energy is used more efficiently and systems
are optimised to better handle and analyse data.
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for further reductions ahead of

Itis also likely that the government legal mandates.
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https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/strategy/business-outcomes/sustainability

The difference between remaining competitive and chasing the
pack comes from the data strategy that you implement. If you set
the right frameworks, techniques, and approaches, you can also
set the agenda, rather than playing catchup. Here'’s your four-point
approach to staying ahead of the curve in 2024:

() Master Data Management (MDM)

The principle that controls master data from

multiple sources, and ensures there is a single point
of reference for accurate information. This enables
companies to avoid duplication and data conflicts
so departments can work together in synchronicity.

(> Cloud Modernisation
using Data Fabric

The process of updating or re-architecting your
programmes to take full advantage of the cloud.
The flexibility of the modern cloud infrastructure
provides the groundwork to implement tools (like Al)
by integrating them seamlessly into your systems.
Data Fabric is an architecture that centralises and
democratises data, so that once there is a reliable
single source of truth, all applications and team
members can access and use it.

() Data Exploitation

The investigation, analysis, and approach for how
your organisation can fully exploit the business value
of data for competitive advantage and operational
efficiency. Our methodology will help organisations
to construct and drive a successful data strategy,
enabling them to manage data as a strategic asset
and become truly data-driven like some of the most
successful companies in the world.

® Allnitiation Framework

The investigation, analysis, and recommendations
for how your organisation can engage with Al. The
framework includes the opportunities, the risks, a
readiness analysis, and the pathway to a successful
Al implementation.

Technology alone doesn’'t make a data-driven business. It takes cultural

transformation through commercially-aligned techniques and software.

Aligning, planning, and implementing those takes data expertise

and deep understanding of your business. We help our clients to be

proactive with data and responsive to changing circumstances.

Agile Solutions delivers data transformation
as it should be — fast, agile, and delivering

commercial value at every step. To explore
how to modernise, manage, and monetise

your data in 2024, contact our team.
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https://www.agilesolutions.co.uk/
https://www.agilesolutions.co.uk/contact-us/

